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WAVE Cipher is a small and easy to use program that enables you to encipher and password-protect
any file into a harmless looking WAV file. You can also decipher the file back to its original form.
Good for hiding sensitive data without making it obvious that you're hiding it. Other password-
protected archives (RAR, Zip, 7z, etc.) make it pretty obvious that some secret data is contained in
the archive. If prying eyes see a password-protected archive on your computer (boss, police, spouse,
etc.). that alone could be enough to raise suspicion and get you into trouble. WAVECipher attempts
to address this problem by enciphering files into harmless looking WAV files instead. If anyone
attempts to play the enciphered WAV file, all they will hear is noise (and probably assume the file is
corrupt/broken). A "broken" WAV file raises much less suspicion than a password-protected archive
file. A: You can use a third-party program like PGP, it has a GUI and it comes with installers for
various platforms. Patrick, Attached is a Word document with the VPPOP email addresses and
physical location of all Enron companies. Debra Perlingiere Enron North America Corp. 1400 Smith
Street, EB 3885 Houston, Texas 77002 dperlin@enron.com Phone 713-853-7658 Fax 713-646-3490 --
--- Forwarded by Debra Perlingiere/HOU/ECT on 09/26/2000 10:41 AM ----- jfuller@tacobusiness.com
09/25/2000 09:49 AM To: dperlin@enron.com cc: Subject: Who's That? (See attached file: Enron
Computes.doc) - Enron Computes.docCollagenase-1, the enzyme responsible for a major event in the
invasion of cancer cells, is thought to be secreted by cancer cells through the action of the Golgi-
associated phospholipase C (gamma-PLC). Both the gamma-PLC and its product, inositol-1,4,5-
trisphosphate (IP3) are believed to be involved in an
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* Compute the key from the password and MAC key. * Compute the ciphertext from the plaintext and
the key. * Compute the MAC from the ciphertext and the MAC key. * Compute the keystream from
the ciphertext. * Calculate the authentication tag. WAVECipher WAV File Enciphering Algorithm
Input: 1. The password that the encipherer wishes to use. 2. The plaintext of the file to be
enciphered. 3. The encryption/decryption key. Output: 1. The ciphertext file. 2. The MAC of the
ciphertext file. The MAC algorithm used in WAVECipher is based on the well known MD4 Message
Digest algorithm. It is a simple algorithm that can be easily implemented in any language.
WAVECipher Key Encryption Algorithm Input: 1. The MAC key. 2. The keystream computed in the
previous step. Output: 1. The encryption key. 2. The encryption stream. The encryption algorithm
used in WAVECipher is symmetric-key, block chaining with variable block sizes, key-stretching and
unkeyed last block encryption. It is pretty standard but is only used for files smaller than 1 MB.
WAVECipher Block Chaining Algorithm Input: 1. The ciphertext block. 2. The next plaintext block. 3.
The keystream. Output: 1. The decryption block. 2. The next ciphertext block. The block chaining
algorithm used in WAVECipher is a type of Feistel network algorithm, but is in fact slightly different
than the MD4 algorithm. It is fast and can be implemented in any language. However, the keystream
size is limited to the maximum of 64KB, and the last block encryption is of course unkeyed.
WAVECipher AES-128 Algorithm Input: 1. The ciphertext block. 2. The next plaintext block. 3. The
encryption key. Output: 1. The decryption block. 2. The next ciphertext block. The cipher used in
WAVECipher is the industry standard AES-128 algorithm. The algorithm is extremely fast and its
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=========== WAVECipher is a small and easy to use program that enables you to encipher and
password-protect any file into a harmless looking WAV file. You can also decipher the file back to its
original form. Good for hiding sensitive data without making it obvious that you're hiding it. Other
password-protected archives (RAR, Zip, 7z, etc.) make it pretty obvious that some secret data is
contained in the archive. If prying eyes see a password-protected archive on your computer (boss,
police, spouse, etc.). that alone could be enough to raise suspicion and get you into trouble.
WAVECipher attempts to address this problem by enciphering files into harmless looking WAV files
instead. If anyone attempts to play the enciphered WAV file, all they will hear is noise (and probably
assume the file is corrupt/broken). A "broken" WAV file raises much less suspicion than a password-
protected archive file. NOTE: This version is limited to enciphering files no larger than 1MB in size.
Usage ===== Encipher [][] Optionally : [] Example ======== Encipher myfile.txt
mysecretpassword Encipher myfile.txt mysecretpassword mypassword Encipher myfile.txt
mysecretpassword Encipher myfile.txt mysecretpassword word1 word2 Encipher myfile.txt
mysecretpassword Results ======== Encipher myfile.txt mysecretpassword Encipher myfile.txt
mysecretpassword mypassword Encipher myfile.txt mysecretpassword Encipher myfile.txt
mysecretpassword word1 word2 Encipher myfile.txt mysecretpassword Implementation
=============== Encipher encrypts the given input file using the provided encryption
algorithm. If encrypt is used as the last option, it creates a new file with the original filename plus
the given extension. The WAV file is encoded using a maximum of 3 bytes per PCM sample. If the
supplied WAV audio format is not supported, the WAV file will be encoded as 8 bit linear PCM. The
supplied file can contain any audio file. All non-audio files will be ignored. It is assumed that the
provided file is a readable
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System Requirements:

* Minimum: - Processor: Intel Pentium III 750 MHz or better - RAM: 1 GB - Disk Space: 150 MB -
Sound Card (if Windows audio support is not available): Microsoft Sound System or SoundBlaster *
Recommended: - Processor: Pentium 4 1 GHz or better - RAM: 2 GB * Extreme: - Processor: Ath
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